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VASPs FINMA
originator beneficiary

 are mandated by  to obtain and hold the 
required  and  information for all crypto 
asset transfers, irrespective of the value. 



Swiss VASPs, called "blockchain service providers" by FINMA, 
are subject to AML Regulations, which include, for example, 
"to verify the identity of their customers, to establish the 
identity of the beneficial owner, to take a risk-based approach 
to monitor business relationships and to file a report with the 
Money Laundering Reporting Office Switzerland (MROS) if 
there are reasonable grounds to suspect money laundering".


Information Required
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https://www.21analytics.ch/glossary/virtual-asset-service-provider-vasp/
https://www.finma.ch/
https://www.21analytics.ch/glossary/originator-customer/
https://www.21analytics.ch/glossary/beneficiary-customer/


"A transfer from or to an external wallet belonging to a third 
party is only possible if, as for a client relationship, the 
supervised institution has first verified the identity of the third 
party, established the identity of the beneficial owner and 
proven the third party's ownership of the external wallet using 
suitable technical means."



"If the customer is conducting an exchange (fiat-to-virtual 
currency, virtual-to-fiat currency, or virtual-to-virtual currency) 
and an external wallet is involved in the transaction, the 
customer’s ownership of the external wallet must also be proven 
using suitable technical means."

FINMA, responsible for financial regulation, was one of the first 
regulators to issue its guidance on the application of the 

 to VASPs in August 2019, with a strict interpretation of 
the  Recommendations.



As per FINMA (FINMA Guidance 02/2019):

Payments on the blockchain:

Travel 
Rule
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Self-Hosted Wallets
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https://www.21analytics.ch/glossary/travel-rule/
https://www.21analytics.ch/glossary/travel-rule/
https://www.fatf-gafi.org/en/home.html


"Payment transactions to and from external wallets are only 
permitted where the wallets are owned by a member's own 
customer. The customer's authority over the external wallet 
must be verified using suitable technical measures. Transactions 
between customers of the same member are permitted."

This regulation means that any transaction involving a Swiss-
regulated entity (e.g. VASP, , bank) and a 
non-regulated entity (e.g. a ) will demand at 
least an ownership proof of the wallet. 



VASPs that fall directly under FINMA’s supervision - such as 
banks - and members of a self-regulatory organisation ( )  
have to follow the regulation. This is especially relevant 
considering that most Swiss VASPs are members of an SRO, 
particularly the Financial Services Standards Association ( ).

As per the VQF (Art. 14, Paragraph 1) Regulations:


financial institution
self-hosted wallet

SRO

VQF

Self-Hosted Wallets
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https://www.21analytics.ch/glossary/financial-institution-fi/
https://www.21analytics.ch/glossary/non-custodial-self-custodial-unhosted-external-private-wallet/
https://www.finma.ch/en/authorisation/self-regulatory-organisations-sros/
https://www.vqf.ch/en/


Article 2 of the Anti-Money  (AMLA) outlines 
the entities and activities that fall under its scope. It is 
important to consider the relevant FINMA circulars and 
guidance articles, particularly when applying the Travel Rule, as 
discussed in FINMA  on "payments on the 
blockchain". 



This guidance notes that Switzerland has always applied the 
Anti-Money Laundering Act to blockchain service providers, 
with a specific focus on Article 10  and the 
required information in payment transactions.



As per Article 7 of the  
(AMLO), a VASP is considered to be practising its activity 
professionally if it satisfies any of the following criteria:

Laundering Act

guidance 02/2019

AMLO-FINMA

Anti Money Laundering Ordinance

•
•

•
•

 achieves a gross revenue of more than CHF 50,000 per calendar year;

 established business relationships with more than 20 contractual parties 


    per calendar year;

 has unlimited control of third-party funds over CHF 5 million, or

 performs transactions at a volume of more than CHF 2 million per year

Who Must Comply?
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https://www.fedlex.admin.ch/eli/cc/1998/892_892_892/en
https://www.finma.ch/en/news/2019/08/20190826-mm-kryptogwg/
https://www.fedlex.admin.ch/eli/cc/2015/390/fr
https://www.fedlex.admin.ch/eli/cc/2015/791/fr
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21 Analytics provides privacy-first 
Travel Rule compliance software. 
None of your data is shared with 
us. Founded by Bitcoiners who 
have been working in the 
blockchain industry since 2014, 21 
Analytics leverages its experience 
to advance our idea of combining 
compliance with data protection 
and strengthening privacy for 
financial intermediaries and their 
customers.

This presentation contains information in summary form and is therefore intended for general 
guidance only. Although prepared with utmost care this publication is not intended to be a 
substitute for detailed research or professional advice. Therefore, by reading this publication, 
you agree that no liability for correctness, completeness and/or currentness will be assumed. It is 
solely the responsibility of the readers to decide whether and in what form the information 
made available is relevant for their purposes. Neither 21 Analytics AG, Ernst & Young Ltd nor 
any other member of the global EY organisation accepts any responsibility. On any specific 
matter, reference should be made to the appropriate advisor.

Building a better working world EY 
exists to build a better working 
world, helping to create long-term 
value for clients, people and society 
and build trust in the capital 
markets. Enabled by data and 
technology, diverse EY teams in over 
150 countries provide trust through 
assurance and help clients grow, 
transform and operate. Working 
across assurance, consulting, law, 
strategy, tax and transactions, EY 
teams ask better questions to find 
new answers for the complex issues 
facing our world today.
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